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The goal of the MSCSA 2015 is to explore all areas related to the modeling and simulation of systems in 
cyberspace for the assessment of complex hardware, software, networked systems, complex sociotechnical 
systems, and the interactions between such that affect security, safety, usability, privacy, and mission assurance.  
 
The problem: 
Understanding, making decisions, and solving problems relating to cyber security is a challenging problem. This 
problem is made more challenging because cyber data is inherently abstract, cyber data exists at varying levels 
of abstraction, cyber data can be represented in multiple ways simultaneously, and cyber events involve the 
behavior of human actors as well as automated systems. Using modeling and simulation technologies to solve 
these problems is challenging because there is a lack of ground truth information, models are difficult to validate 
with real-world data (because it is inaccessible or unavailable). There is also a lack of best practice information 
for modeling cyber information, and for choosing the appropriate representation, scope, facets, data, and events 
to articulate the phenomena of interest in cyber.   
 
Research solicited in this track is aimed at using modeling and simulation techniques to investigate the properties 
of systems, uncovering weaknesses in systems, discovering the rules by which systems interact with one 
another. Also of interest is research involving how humans interact with complex systems and particularly how 
the behavior of both humans and the complex systems they interact with affect security, safety, privacy, 
usability, and mission assurance.  
 
The types research sought: 

 Modeling human behavior in the cyber domain 
 Modeling user interfaces of cyber security system 
 Modeling macro-level game theoretic aspects of computer network attack and defense 
 Modeling low-level security-relevant properties of system architectures, software, protocols, human 

interaction, and security goals 
 Modeling unit tasks in cyber security for HCI purposes 
 Modeling cognitive and automation processes in cyber security 
 Using models to investigate security-relevant properties of large or complex systems 
 Simulation to examine the weakness profile of complex or simple systems 
 Investigating methodologies for improving simulation inputs to systems 
 Investigating methodologies and techniques for testing and verifying complex models without ground 

truth data 

 Investigating methods to improve other aspects of modeling and simulation in areas related to cyber 
security 

 

Submission Guidelines 

Contributed papers are 8-10 pages long. They will be peer reviewed and – if accepted and presented at the 
conference - submitted to the ACM Digital Library.  

Posters will be peer reviewed and feedback will be provided. If accepted, they will be presented in the poster 
session of SummerSim’15. Poster authors are encouraged to submit a one page summary for inclusion in the 
proceedings, but they will not be submitted to an indexed archive.  
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